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Online Appendix 1. List of literature

Table 1.1 presents a list of literature reviewed in Chapter 6 to examine control
mechanisms to enhance data sovereignty.

Table 1.1 List of literature

No Source Aim Included?
1 (Hellmeier & von This research discusses the distinction between data, Yes
Scherenberg, 2023) | digital, and technological sovereignty.
This study examines how digital technologies are
(Aydin & Bensghir, reshaping the traditior)al no_tion of §o_vereignty and
2 explores how the proliferation of digital data is No
2019) . ; S
transforming power relations between states, individuals,
and non-state actors.
This study discusses security measures to enhance data
3 | (Banse, 2021) soygreignty in the'clouq context, gmphasizing the _ Yes
utilization of confidential computing, remote attestation,
and integrity verification.
This research designs a privacy framework, named
4 | (Baueretal., 2019) | “CAN’t,” for ensuring privacy over shared data at the Yes
machinery level in the domain of smart farming.
This article discusses data cooperatives and data
5 | (Calzada, 2021) sovereignty, which are closely interr(_elated conc_ept_s thgt Yes
have the potential to challenge surveillance capitalism in
the smart city context.
This research explores the complexities of regulating
(Chapdelaine & media content in the digital era, explicitly focusing on the
6 | McLeod Rogers, Canadian context. It underscores the need for state No
2021) regulation to balance personal data extraction practices,
national cultural sovereignty, and citizens’ interests.
This paper introduces a Decentralized Data Access
Control (DDAC) framework that utilizes Atomicity,
7| (Chen etal., 2020) Consensus, and Confidentiality (ACC) constraints to es
manage access controls on consortium blockchains.
This article investigates Participatory Geoweb, a tool for
8 (Corbett & non-experts to provide geographically referenced No
Cochrane, 2020) information to tackle social and environmental
challenges.
The paper explores the concept of “sovereignty” within the
digital technology context, considering the viewpoints of
9 (Couture & Toupin, | traditional states, indigenous peoples, and social No
2019) movements. It characterizes data sovereignty as the
assertion of collective authority over digital information
and infrastructure.
This paper proposes Urban Data Space (UDS) for data
10 | (Cunoetal., 2019) exchange in the smart city context based on relevant ICT Yes
reference architectures.
11 | (Dabrock, 2020) The paper pre§e_nts Al ethics principles of e>_<p|ainabi|ity No
and enforceability to strengthen data sovereignty.
12 (Esposito et al., This research discusses the encryption-at-rest approach in Yes
2016) the cloud context to maintain data sovereignty.
The study proposes a solution that uses encryption with
13 (Esposito et al., geo-location to generate encryption and decryption keys, Yes
2019) adding a security layer to smart city infrastructure by
limiting data access to specific locations.
iliDDi & This paper discusses how centralization may harm the
14 (De Filippi data sovereignty of individuals by decreasing their Yes
McCarthy, 2012) . . .
control over their resources data, threatening privacy and




No Source Aim Included?
personal freedom, and disrespecting national jurisdiction
boundaries.

The German Ethics Council report discusses the role of
big data in healthcare, outlining both the benefits and

15 | (Ethikrat, 2017) ;isks of its use. The_CounciI advocz_altes fora governance Yes

ramework prioritizing data sovereignty by respecting
personal autonomy and confidentiality, ensuring fairness,
and fostering responsibility.
This research proposes a novel “SECure” framework
inspired by the Environment, Society, and Governance

16 | (Guptaetal., 2020) (ESG) framework to create eco-socially responsible Al es
systems.

H het al The study examines the impact of legal, social, and
17 (Hartsch etal, economic elements on incorporating data from harvester Yes
2021) A , .
production into Germany’s wood supply chain.
(Hong & Kim This study introduces a sglf-sovereign ident_ity _(SSI)_

18 2020) ' model based on blockchain technology, which is built to Yes
align with the OAuth 2.0 standard.

19 (Hummel et al., This study identifies data sovereignty as a benchmark for Yes

2018) managing socio-technical systems.
20 (Hummel et al., This study reviews 341 publications to clarify the concept No
2021) of data sovereignty and its implications.
The paper discusses data sovereignty as a promising

21 | (Irion, 2012) concept ir_1 the cIOl_Jd co_ntext_for_government_s as it_ Yes
balances information virtualization with their continuous
need for exclusive authority and control.

This paper summarizes the articles in the special issue of
22 | (Jarke et al., 2019) “Data Sovereignty and Data Space Ecosystems” in Yes
Business & Information Systems Engineering.
The study investigates how different nations protect their
23 (Kushwaha et al., cloud-hosted government data from foreign law Yes
2020) enforcement, particularly under international regulations
like the US CLOUD Act.
This research identifies several tensions in data

24 | (Laufetal., 2022) sovereignty and recommends appropriate solutions to Yes
tackle these challenges.

This article discusses the need for swift enactment of

25 | (Lian, 2021) global data rights legislation, focusing on China’s Yes
potential to lead in the digital economy sector.

(Mannhardt et al., This study introdut_:es a modo_al to safeguard t_he_ privacy_ of
26 event data, particularly in process mining, using Yes
2019) : - . 4
differential privacy techniques.
The study examines Amsterdam’s DrukteRadar project,
which uses smart information systems (SIS) to manage
crowd levels and problem hotspots, and identifies ethical

27 | (Mark, 2019) issues, including data accuracy, privacy, and data Yes
ownership. The paper reveals the project's strategies for
ensuring data sovereignty, mitigating algorithmic
inaccuracies, and protecting citizen privacy.

Through a discourse analysis of an online conference,
28 (Martens & this study explores digital transformation governance in Yes
Zscheischler, 2022) | agriculture. Data sovereignty is discussed among the key
challenges.
(Mawere & Van The stud_y explor_es_ data sovergignty frqm an African
29 perspective, specifically focusing on Zimbabwean health Yes
Stam, 2020)
systems.
(Micheli et al., This research investigates four emerging models of data
30 No
2020) governance for the data economy.




No Source Aim Included?
The study discusses the effectiveness of current data-
31 | (De Mooy, 2017) protection regimes based on individual control and Yes
proposes approaches to data sovereignty.
(Munoz-Arcentales This research suggests a framework for managing access
32 etal,, 2019) and usage in data-sharing ecosystems across various Yes
B parties to maintain data sovereignty.
The paper advocates for establishing “data spaces” across
33 %gg;} | & Lycklama, sectors, fostering data sharing, and creating a Data Yes
Economy.
The paper presents an approach for integrating Internet of
34 | (Nast et al., 2020) Things (10T) devices into the International Data Spaces Yes
(IDS) connector.
ugraha et al., is research defines data sovereignty requirements from
35 (Nugrah | Thi h defines d i i f Yes
2015) the perspective of nation-states, particularly Indonesia.
36 | (Otto, 2019) The ar_tlcle discusses the importance of data sovereignty No
in business ecosystems.
The paper discusses the importance of balancing the
(] urmann, common good and individual interests in the use of data,
37 (Otto & B d and individual interests in th f dat Yes
2021) preventing a concentration of economic power in
platform giants.
The study systematically reviews cybersecurity attacks,
(Pedreira et al vulnerabilities, and defense strategies in Industry 4.0. It
38 2021) N reveals data sovereignty as a pressing issue, with Yes
initiatives like IDS and GAIA-X aiming to address these
challenges.
The paper introduces data sovereignty in the cloud
39 (Peterson et al., context by relating data authenticity to geographical No
2011) location. Potential control mechanisms: provable data
possession
This paper discusses the security and privacy concerns
(Plateaux et al., inherent in e-health information systems that handle large
40 Yes
2013) volumes of sensitive data, emphasizing the importance of
data sovereignty.
(Polatin-Reuben & | The paper explores the implications and risks associated
41 Yes
Wright, 2014) with various interpretations of data sovereignty.
(Redeker et al This research proposes technical infrastructure to ensure
42 2020) N data sovereignty in the Asset Administration Shell Yes
context.
43 | (Ruparelia, 2016) This book me_ntlons data sovereignty as an issue in the Yes
cloud computing context.
(Sarabia-J4come et This study presents a seaport data space to enhance
44 al., 2019) interoperability among stakeholder systems leveraging Yes
" the Industrial Data Space (IDS) architecture.
. The study presents an approach to modeling compliant
45 g%clrll)e icher etal., business processes, focusing on data sovereignty and No
compliance requirements in cloud computing.
The paper presents a framework based on knowledge
46 | (Singi et al., 2020) graphs for governing data sovereignty, designed to No
categorize data and pinpoint applicable laws.
This study examines Self-Sovereign Identity, addressing
47 | (Tan etal., 2023) its challenges and open issues such as efficient key Yes
management, scalability, and interoperability.
This book discusses data sovereignty, focusing on issues
48 (Kukutai & Taylor, | of the rights of indigenous communities to manage their Yes
2016) cultural heritage, traditional knowledge, and intellectual
property.
49 | (Taylor, 2020) This article examines the global trend of “Data No

Localization,” which mandates data to be stored and




No Source Aim Included?
processed within its country of origin, potentially
impacting technologies like cloud services, big data, Al,
and loT.
This paper examines the impact of Snowden’s revelations
50 | (Vaile, 2014) on the und_erstandmg of datg sovereignty in clqud Yes
technologies. It focuses on jurisdictional questions
concerning data location and control.
This study designs a framework to improve the
51 (Zieglmeier & trustworthiness of software systems while providing data No
Pretschner, 2023) subjects with greater oversight over how their data is
processed and used.
The study designs a usage control architecture to enhance
(Zrenner et al., - .
52 data sovereignty, using a case from the German Yes
2019) e
automotive industry.
53 (Schéfer et al., This paper discusses five technologies to solve trust Yes
2023) challenges in data exchange.
(Schmidt et al., This paper reviews privacy-enhancing technologies to
54 . Yes
2022) ensure data sovereignty.
55 (Scheider, Lauf, This article proposes reference architecture for data Yes
Moller, et al., 2023) | sovereignty.
56 (Scheider, Lauf, & This article discusses design principles for sovereign data Yes

Geller, 2023)

exchange.




Online Appendix 2. Prototype evaluation

This online appendix details the prototype evaluation conducted in Chapter 7. We
improved the developed prototype through a three-step evaluation cycle. The first
cycle, conducted on 28 April 2022, involved 24 MSc students in a hybrid class setting.
The primary objective was to gather early feedback on usability aspects. The second
cycle, held on May 13, 2022, engaged six researchers in an in-person workshop to test
2" version of the prototype. The third cycle step occurred on 01 June 2022 and involved
39 practitioners working on a data marketplace meta-platform project. The workshop
was conducted in person. This final step primarily focused on obtaining feedback
concerning the two control mechanisms: smart contracts and onboarding certification.
We elaborate on the details of the evaluation cycle in the following sub-sections.

2.1 Cycle 1

The first evaluation cycle occurred as part of an interactive lecture in a master’s course
at TU Delft. In this cycle, early feedback for usability improvement was collected
through a discussion conducted in a hybrid class setting. After a short introduction to
the key concept and scenario, the students explored the zero draft of a working
prototype of the TRUSTS meta-platform. When exploring, they took notes about a)
points for improvements and b) challenges they faced while using the prototype.
Afterward, they entered their views on menti.com. From that, a follow-up discussion
emerged. The researcher also implicitly observed any difficulties that occurred in the
exploration. Table 2.1 summarizes the discussed improvement points and prototype
adjustments after Cycle 1.

Table 2.1. Feedback from the first evaluation cycle

Category Improvement point Prototype adjustment
Preparation | The Bit.ly shortening link is case- Embed the link directly into the
stage sensitive and confusing. questionnaire to automatically open a new

tab when clicking.
Participants are unsure if they need | Clearly state in the task introduction that
to create an account in Figma to use | creating an account is unnecessary to use the

the prototype. prototype.
The prototype only works in desktop | = Inform participants to use a PC or desktop
mode; uninformed participants may for the online experiment.
struggle. = Use a Qualtrics check function to ensure
participants use the appropriate device.
Concept Participants do not fully understand | Create a video instruction for self-paced
clarity the concepts of meta-platform and learning and embed a conceptual model in
smart contracts. the survey for reference.
Performance | Large image size slows down Use compressed images to improve
prototype performance. prototype performance.
Visual 1_1.2.2 Sign in: Improve color contrast and remove the
clarity Unfriendly color contrast and “Chart” icon in the I_1.2.2 interface.
unnecessary “Chart” icon.
1_1.2.3 View dashboard: Change the line chart into a bar chart.

Unrealistic line chart for continuous
revenue streams.

I_2.4.5 View updated dashboard: Incorporate the uploaded dataset on the
Inability to see the result of the dashboard.

uploaded dataset.

I_2.2.4 Define terms of use: Include a recommendation for data pricing.

Difficulty in deciding the price for
the dataset.
I_3.1.1 Select a request Create better dummy information.
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Category Improvement point Prototype adjustment
Duplicate data consumer

information.
I_4.1.2 View data usage: Redraw the provenance graph for better
Unclear provenance graph. visualization of data usage.

Navigation | Difficulty in finding the next page. Develop interface 1_1.1.1 to provide explicit
instructions for navigating to the next page.
Difficulty in scrolling down. Inform data providers on interface I_1.1.1 to
“scroll down to view the entire page” due to
Figma’s scroll-down functionality

limitations.
Others Unresponsive web display. Fix the prototype setting in Figma.
Spelling errors. Correct spelling errors.

2.2 Cycle 2

After adjusting the prototype based on the improvement points from the first evaluation
cycle, the second version of the TRUSTS meta-platform prototype was ready for
testing. In this version, we also created a video explanation to better explain the concept
of meta-platform. Therefore, we divided the evaluation activity of Cycle 2 into two
parts: the video explanation and the prototype exploration.

In the beginning, participants were asked to watch a 5-minute video explanation
together, giving them an overview of the prototype and its features. After watching the
video, they were encouraged to take notes on any aspects that could be improved or
clarified, spending another 5 minutes on this task.

Following the video explanation, participants were given 10 minutes to explore
the prototype by following the task instructions. As they navigated through the
prototype, they were asked to take notes and write down any suggestions. After
completing the self-paced exploration, they had an additional 5 minutes to finalize their
notes.

Once the feedback collection phase was completed, all the notes were displayed
on a wall for all participants to review (See Figure 2.1 for the workshop activity
illustration). The group then collaborated to prioritize the most critical feedback and
suggestions for refining the video and prototype. This process allowed the participants
to vote on which improvements should be implemented in the next iteration of the
research instrument.

Figure 2.1. The illustration for the workshop activity
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The participants’ feedback yielded three main takeaways from the video explanation.
First, they noted that the sound quality of the video explanation could be improved. For
example, including subtitles would enhance clarity and accommodate participants with
varying auditory processing or language proficiency levels. Second, the participants
observed that the narrator in the video sometimes blocked the text and images on the
interface. Adjusting the placement or size of the narrator could resolve this issue.
Finally, the participants observed that the prototype’s images and text were too small,
potentially impeding usability and the overall user experience. Addressing these
concerns by increasing images and text size would enhance readability and facilitate
better engagement with the prototype.

The second evaluation cycle also revealed three key takeaways concerning the
prototype itself. First, participants reported that navigation issues hindered their
effective use of the platform. For instance, some only discovered the button to go to
the next prototype after 10 minutes. Participants requested clearer instructions for
navigating the pages, such as guidance on returning to the landing page. Providing
consistent and clear instructions throughout the prototype is crucial to improve
navigation. Second, unclear task descriptions contributed to difficulties in
understanding the actions required from data providers. Participants reported confusion
regarding Task 1, specifically the need to open another browser. Additionally, they
were uncertain about the meaning of certain terms or phrases. Finally, participants felt
the allocated time for exploring the prototype was insufficient. They suggested a longer
duration, perhaps 15-20 minutes, would be more appropriate for fully engaging with
the platform and completing the tasks.

2.3 Cycle 3

We conducted the third evaluation cycle to discuss certification and smart contracts in
detail. We performed this evaluation during the TRUSTS plenary meeting held in
Vienna. The workshop involved participants from multiple work packages within the
broader TRUSTS consortium. To facilitate this process, they were given access to the
Figma prototype and instructed to explore it for 10 minutes. After becoming familiar
with the features, participants were requested to provide feedback on the Miro board.

We received some minor feedback regarding the visualization of certification
in the prototype. For instance, suggestions included adding a checklist mark for
certified data marketplaces, increasing the thickness of the grey color as it tended to be
less visible, and providing more detailed explanations about IDS components and
organization certifications to demonstrate their value. Additionally, participants
mentioned the redundancy between data marketplace logos and names, and
recommended changing the sidebar from the right side to the left to make it more
intuitive. Furthermore, they advised removing the “love” and “rating” icons, as these
could influence data providers or act as confounding factors. Lastly, they pointed out
spelling errors that needed correction and suggested changing the certification stamp
color from red to green to convey a sense of approval.

Concerning the smart contracts, one key point was clarifying and redrawing the
data provenance graph to represent the data usage better. Additionally, adding the
feature to verify data usage compliance is considered technically challenging.
However, including this feature within the TRUSTS meta-platform prototype allows
us to demonstrate the meta-platform’s control mechanisms. By highlighting the smart
contracts’ capabilities, we emphasize the potential advantages they bring to the meta-
platform—despite the complexities and challenges associated with their

12



implementation. After revising adjusted the prototype, we came up with the final
version of the prototype.
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Online Appendix 3. Prototype interfaces

Online Appendix 3 details tasks for data providers, including related interfaces and
their descriptions, and design principles.

3.1 Task 1: Familiarizing data providers with the prototype
Task 1 familiarizes data providers with the prototype by providing essential
information and context for interacting with the TRUSTS meta-platform. Table 3.1
shows the division of this task into three subtasks. The first subtask describes the
general guidance to use the prototype. The second subtask guides data providers
through exploring the homepage, where they can learn about data marketplace
participants and TRUSTS business processes. The third subtask showcases how a data
provider can sign in and access their dashboard. The dashboard provides an account
overview and displays available Key Performance Indicators (KPIs) such as total
uploads, total sales, overall rating, and sales per month. Although the interfaces in Task
1 do not directly relate to specific design principles, they are essential for data providers
to understand the meta-platform’s overall structure and offered features.

Table 3.1. Task 1 description

ID | Interface | Description
Subtask 1.1: Introducing Task 1
1_1.1.1 | Before you begin I_1.1.1 provides the necessary information to use the prototype.
1_1.1.2 | Before you begin (2) 1_1.1.2 provides the necessary information to use the prototype.
1_1.1.3 | Task 1 description I_1.1.3 explains Task 1.
Subtask 1.2: Exploring the homepage
1_1.2.1 | Explore homepage 1_1.2.1 presents the primary information of the TRUSTS meta-

platform, including introducing data marketplace participants
and TRUSTS business processes.
Subtask 1.3: Signing in as a data provider

1_1.2.2 | Signin 1_1.2.2 signs in a data provider in the TRUSTS meta-platform.

1_1.2.3 | View dashboard 1_1.2.3 provides an overview of the data provider’s account and
available key performance indicators, such as total uploads, total
sales, overall rating, and sales per month.

3.1.1 Introducing Task 1

Subtask 1.1 includes three interfaces that help data providers familiarize themselves
with the TRUSTS meta-platform prototype. Interface | 1.1.1 offers guidance on
navigating the static prototype, such as using left-click or right-arrow to move through
the interfaces and scrolling down to view entire pages (Figure 3.1). Figure 3.2
highlights the user role as a data provider from a TELCO company, as shown in
Interface |_1.1.2. Figure 3.3 shows Interface |_1.2.3, informing two other subtasks that
data providers must perform: exploring the homepage and signing in as a data provider.
Overall, the interfaces in Task 1 ensure that data providers understand their roles and
expectations while interacting with the prototype.
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Before you begin...

This is a static prototype, left-click or push right-arrow to navigate

For each page, scroll down to view the entire page

Finish all tasks before going back to the questionnaire page

Go to the next page

Figure 3.1. 1_1.1.1: Before you begin

Before you begin (2)...

o Remember, you will act as a data provider in this scenario

(] You are part (an employee) of a TELCO company

Go to the next page

Figure 3.2. 1_1.1.2: Before you begin (2)
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Task 1: Familiarize yourself with the TRUSTS meta-
platform

Task description

Familiarize yourself with the TRUSTS meta-platform prototype by performing
the below sub-tasks.

» Sub-task 1.1: Explore the homepage
» Sub-task 1.2 : Sign in as a data provider

Figure 3.3.1_1.2.3: Task 1 description

3.1.2 Subtask 1.2: Exploring the homepage

Subtask 1.2 requires data providers to examine the TRUSTS meta-platform homepage.
The homepage (Figure 3.4) shows various data marketplace participants who joined
the TRUSTS meta-platform, such as Data Market Austria, IOTA, DAWEX, and
Datum. The TRUSTS business processes section informs the next steps for data
providers, including uploading a dataset, selecting marketplaces, creating contracts,
and controlling shared data (Figure 3.5).

Explore, Buy,
and Sell Datasets

On the world's best & largest meta-platform for data marketplace

Data marketplace participants

S 52| OTA SBDAWEX ddatum

DATA MARKET

Figure 3.4.1_1.2.1: Explore homepage (1)
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TRUSTS Business Processes

Upload a dataset Select marketplaces Create contract Control shared-data

Upload your dataset by filling up. Select data marketplaces you want Review requests from potential Review data usage from data
the required information. to transact with. data consumers and generate consumers.
contracts,

————

Get the latest TRUSTS updates TRUSTS Community Language

Explore Discussion English

Help center Voting

Figure 3.5.1_1.2.1: Explore homepage (2)

3.1.3 Subtask 1.3: Signing in as a data provider

Subtask 1.3 instructs data providers on how to sign in as a data provider. Interface
| _1.3.1 asks data providers to sign in by entering their company ID and password. The
interfaces also include a “Remember Me” and a “Forgot password?” link to help data
providers retrieve their login credentials. Moreover, the interface offers a sign-in
alternative for data providers who do not possess a corporate account (refer to Figure
3.6).

| T,R.USTS (Q Search datasets. data marketplaces. efc Explore Stats Resources Community
s s

Sign Into

Your Company Account

f TELCO@dataprovidercom

Figure 3.6.1_1.3.1: Sign in
17



Data providers are redirected to their personalized dashboard after successfully signing
in (see Figure 3.7). The dashboard displays essential metrics, including upload counts,
sales figures, and overall ratings. Furthermore, data providers can upload datasets
through the dashboard.

Matt Appleyard g

Welcome to your
dashboard!

o "N
As o data provider, you can see your :

selling statistic in this dashboard.

Overall rating

4-2 (534 ratings)
-0.1 this week *

Sales per month

7650€

500€

250€

0€ . l
Jan Feb Mar Apr Moy Jun Jul Aug Sep Oct Now

Figure 3.7.1_1.3.2: View dashboard
3.2 Task 2: Describing the metadata of a data product

Data providers need to describe the metadata of a dataset in Task 2. This task comprises
three subtasks that guide data providers through preparing their shared dataset (refer to
Table 3.2). Subtask 2.1 requires data providers to complete the provided template to
describe their dataset accurately. In Subtask 2.2, data providers must verify their
dataset’s compliance with GDPR requirements by conducting a self-assessment and
providing any relevant sample data for analysis by the meta-platform. Finally, Subtask
2.3 guides data providers in selecting suitable data marketplaces for sharing their
dataset information (i.e., metadata) to reach a wider audience of potential consumers.

Table 3.2. Task 2 description

ID | Interface | Description
Introducing Task 2
1 2 Task 2 |_2 explains Task 2.

introduction
Subtask 2.1: Describing the dataset by filling out the template

I_2.1.1 | Describe In1_2.1.1, data providers describe the | Design principles:
dataset dataset to be shared via the TRUSTS | ¢« DP_DO_Mj: A terms-of-
meta-platform, including information use template with metadata
such as title, description, data type, generation
and dataset tags. e DP_DO_M,: Guided data
I_2.1.2 | Upload 1_2.1.2 uploads the dataset by ownership configuration
dataset selecting a file from a repository and
enabling overview data samples.
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1D Interface Description
I_2.1.3 | Select data I_2.1.3 selects data storage for the e DP_DO_Mzs: Customizable
storage dataset, either in its own ownership settings
infrastructure, cloud storage provided
by the TRUSTS meta-platform, or
data consumer infrastructure.
| 2.1.4 | Defineterms | |_2.1.4 specifies the term of use by
of use selecting billing schema, period of
validity, and detailed data usage
conditions.
Subtask 2.2: Checking the compliance with GDPR requirements
|_2.2.1 | Check GDPR | 1_2.2.1 checks GDPR compliance by performing a self-assessment.
compliance The meta-platform will also analyze the sample data provided (if
available).
Subtask 2.3: Selecting data marketplaces to share metadata
|_2.3.1 | Decide data I_2.3.1 chooses the data marketplaces | Design principles:
marketplaces | to share metadata with. Data providers | ¢ DP_C_Mj: Certification
can filter data marketplace based on validity audit
their certification level or industry e DP S M;y: Certification
domain. seals
| 232 | View 1_2.3.2 reviews the certification Design principles:
certificate earned by a data marketplace. The e DP_C_Mqy: Certification
status data marketplace information includes validity audit
headquarters, certified since, operates | ¢ DP_C_Moy: Explicit
in, and website. The interface also compliance statements
states the International Data Space e DP_R_M;: Explicit
Association (IDSA) as a certification delineations
body. e DP_R_My Transparent
certification body
information
e DP_S Mqy: Certification
seals
| 2.3.3 | View I_2.3.3 informs the IDS-certified Design principles:
certificate component and organization. This e DP_C_Mqy: Certification
information page also shows endorsement from the validity audit
European Union. e DP_C_My: Explicit
compliance statements
e DP_C_M.: Endorsement
from authoritative bodies
e DP_S_My: Compatibility
with established security
standards
| 2.3.4 | View updated | I_2.3.4 shows the updated dashboard after uploading the dataset and
dashboard adding metadata to a data marketplace.
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3.2.1 Introducing Task 2
Data providers first engage with Interface 1_2 to get an overview of Task 2 (Figure
3.8).

Task 2: Upload a dataset

Task description

As a data provider, you want to monetize your dataset about Call Detail
Records (CDRs). To do so, you will do the following sub-tasks.

* Sub-task 2.1: Describe your dataset by filling out the required forms
» Sub-task 2.2 : Check the compliance with GDPR requirements
» Sub-task 2.3 : Select data marketplaces to share your dataset information

Perform sub-task 2.1

Figure 3.8. 1_2: Task 2 description

3.2.2 Subtask 2.1: Describing the dataset by filling out the template

In this subtask, data providers interact with a template designed to collect information
about their dataset. Data providers start to interact with Interface 1_2.2.1 (Figure 3.9).
The prototype interface specifies the supported file types (CSV/XLS, JSON, PDF) and
the maximum file size (100 MB). Fields marked with an asterisk (*) must be filled out.
Data providers must provide a descriptive title for their dataset, give a detailed
description, and select the appropriate data type. Furthermore, data providers must
include dataset tags separated by commas.

’ TRUSTS Q Search datasets. data marketplaces, efc. Explore  Community & A

Describe your dataset

* Data type

Figure 3.9. 1_2.2.1: Describe dataset
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Afterward, data providers are asked to upload their dataset in Interface 1_2.2.2 by
dragging and dropping, browsing a file, or providing its Uniform Resource Locator
(URL) (see Figure 3.10). They can also enable and upload sample files. This interface
also provides the dataset overview on the proper interface, generated by information
from the previous interface (I_2.2.1).

Q Ssearch datasets. data marketplaces. etc. Explore  Community e fox

Upload your dataset

File type JSON, PDF. Max size: 100 M8

* Upload dataset

1 Dataset overview
—J Telecom Call Detail Records (CDRs) dataset

Version 1.0

Drag & drop or browse fil to uplood _ _
B A d
==

OR

We utilized Call Detail Record (CDR) data to categorize customers and
assess their satisfaction. The data set consists of 17 characteristics for 101174

Provide the URL of the dataset
consumers, along with a churn indicator. There are 8.830 churners in all

Enable sample data before purchase?

Figure 3.10. 1_2.2.2: Upload dataset

After uploading the dataset, data providers use Interface |_2.2.3 (Figure 3.11) to select
their preferred data storage option. The available choices include “Your own
Infrastructure,” “Cloud storage provided by TRUSTS meta-platform,” and “Data
consumer infrastructure.” The user opts for “Your own Infrastructure” as their desired
data storage location in this demonstration.

Q Search datasets. data marketplaces. etc. Explore  Community Q R

Data storage

Where do you want to store your dataset? Select:

=

) =

Cloud storage provided by Data consumer infrastructure
TRUSTS meta-platform

s

Your own Infrastructure ‘

v m

Figure 3.11. 1_2.2.3: Select data storage
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Next, data providers interact with 1_2.2.4, where they are asked to define their dataset’s
terms of use and monetary incentives (refer to Figure 3.12). The interface is divided
into two parts. On the left side, data providers must select a billing schema from the
available options: one-off purchase, subscription, or usage-based. They also need to set
a price, period, and specify any terms of use associated with their dataset.

On the right side of the interface, there is a suggested commercial condition
generated by the meta-platform’s price suggestion algorithm, which takes into account
the dataset information and sample provided. In this case, the suggested condition is
€550 for a one-off purchase. Below the suggestion, there is a brief explanation of the
billing schemas supported by the TRUSTS meta-platform, helping data providers
understand the differences between the options and make an informed decision.

Terms of use and monetary incentives

Suggested commercial condition
£550, One-off purchase
“We analyze your dataset information and sample using our price

suggestion algorithm

Billing schemas explained

for
U

N A \

One-off - o

on | age-based

purchase ,\‘ g )y

j I using the data

ssets (dynamic

]

& Specify term-of-use of your dataset o

Figure 3.12. 1_2.2.4: Define terms of use

The interfaces developed for Subtask 2.1 embeds four design principles of smart
contracts: DP_DO_M: (A terms-of-use template with metadata generation),
DP_DO_M; (Guided data ownership configuration), and DP_DO_M3; (Customizable
ownership settings).

The interfaces 1 2.1.1 (Describe dataset), 1 2.1.2 (Upload dataset), 1 2.1.3
(Select data storage), and 1_2.1.4 (Define terms of use) show DP_DO_M; principle
employed in the prototype. For DP_DO_My, Interface 1_2.2.4 (Define terms of use)
demonstrates guided data ownership configuration. By providing suggested
commercial conditions and billing schemas, the meta-platform assists data providers in
understanding their options and making informed decisions regarding data ownership.
Interface 1_2.2.4 displays customizable ownership settings for DP_DO_Ma. Data
providers can fill out the “Specify terms of use for your dataset” form to define their
requirements beyond the provided options.

3.2.3 Subtask 2.2: Checking GDPR compliance

In Subtask 2.2, data providers utilize the TRUSTS meta-platform’s self-assessment
tool, 1_2.3.1, to check their dataset’s GDPR compliance. The self-assessment tool
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covers a variety of GDPR compliance questions, including handling of personal
information of individuals residing in the European Economic Area (EEA) / European
Union (EU), appointing a Data Protection Officer (DPO), the fair, legal, and open
handling of personal data, being familiar with the “purpose limitation principle,” and
having a privacy policy that complies with GDPR.

General Data Protection Regulation (GDPR)
checker self-assessment

wrds GOPR compliance

The establishment of a solid privacy policy for the protection of personal data will guarantee that risks in this area are identified in advance
and that precautions are taken continuously.

Figure 3.13.1_2.3.1: Check GDPR compliance

3.2.4 Subtask 2.3: Selecting data marketplaces to share meta-data

Subtask 2.3 requires data providers to choose the data marketplaces to distribute their
dataset's metadata. As shown in Figure 3.14, Interface 1 2.4.1 lists available data
marketplaces, each represented by its logo, a brief description, and relevant
certification information. Integrating these certification elements into the prototype
shows the implementation of two key design principles: DP_S_Mjy (Certification seals)
and DP_C_Mq (Certification validity audit).

Data providers can arrange the list according to their specific criteria using the
sorting feature at the top of the interface. Additionally, a filter bar is located on the left
side of the interface, allowing data providers to narrow down their selection by
certification levels or industry domain.
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¥ TRUSTS Q Search dafasets data marketplaces, efc. Explore  Communty & A

Select data marketplaces to forward
your dataset information

- : | O T/\ @ DAWEX DATA N.IARKET

AUSTRIA

Industry domain

hny data
Geo data

Financial dato
Audiance data

ity cota

Figure 3.14. |_2.4: Decide data marketplaces

Data providers can view the certification details of a specific data marketplace in
|_2.4.2 (Figure 3.17), which embeds several design principles. In this illustration, the
certificate for Data Market Austria incorporates DP_C_M; (Certification validity audit
from authoritative bodies) and DP_S M;: (Certification seals) by displaying the
International Data Space (IDS) Certification logo. |_2.4.2 also showcases DP_C M
(Explicit compliance statements) as it clearly states that Data Market Austria follows
the best data sharing practices from IDS. Moreover, | 2.4.2 integrates DP_R_M;
(Explicit delineations) and DP_R_M: (Transparent certification body information) by
including signatures from both the TRUSTS chief executive officer and the
representative of the IDS certification body. These signatures highlight the roles and
responsibilities of the various entities involved in the certification process. On the left
side of the interface, a certification stamp is visible, providing additional information
about Data Market Austria, such as its headquarters in Vienna, Austria, the certification
date of 25 April 2019, the country it operates in, and the website address.
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Certificate

RUSTS declares that its member

°
o e
O
ele e
.
DATA MARKET

AUSTRIA
Headquarters

Certifed since
his means that Data Market Austria has been certified os a verifed da

the International Data Space (IDS) Certification Body. The
Operates in juring 1he certification process is in accordance with best practice:
Websit istria was first certified on 25 April 2019

Figure 3.15. 1 _2.4.2: View certificate status 1

Headquarters

rtifed sin
Cetlied Since This means that Data Market Austria has been certified as a v

partner: the International Data Space (IDS) Certification Body. The working method ot ved
Operates in during the certification proc \ce with best practices of data

tric

Website

irst certified on 25 April 2019

IDS_certified

e

ummy na
TRUSTS CEO IDS Certification Body

Figure 3.16. 1_2.4.2: View certificate status 2

Data providers continue to engage with 1_2.4.3 (Figure 3.17). In this interface, data
providers can view the certifications earned by Data Market Austria, which include the
IDS_certified Component and IDS_certified Organization. As suggested by design
principle DP_S_ Mo, the IDS_certified Component logo indicates that Data Market
Austria has been assessed to meet the necessary security requirements. This
certification is compatible with well-known security standards like 1ISO 27001 and IEC
62443, allowing for reusing existing documentation and setups for IDS certification.
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Following design principle DP_C_Mg, the IDS_certified Organization logo
signifies that Data Market Austria’s physical environment, processes, and
organizational rules have been evaluated, offering an explicit compliance statement and
demonstrating adherence to data sharing best practices. On the right side of the
interface, the EU’s IDSA certification endorsement, in line with design principle
DP_C_Ms, emphasizes the importance of complying with IDSA certification to align
with data-sharing best practices. The IDSA logo, following design principle DP_C_M;y,
further validates the certification, confirming that an authoritative body has audited the
process.

IDSA certification endorsement
from the EU

IDS _certified Component

INTERNATIONAL DATA
SPACES ASSOCIATION

Figure 3.17.1_2.4.3: View certificate information

In the final interface of this subtask, | 2.4.5, data providers can view the
updated dashboard displaying the recently uploaded dataset information. The
dashboard summarizes the dataset, including the title, version, upload timestamp, a
brief description, relevant tags, and additional information such as ratings and
download counts. The Data Market Austria logo is also displayed, indicating that the
dataset has been successfully shared with this particular data marketplace.
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Welcome to your
dashboard!

As a data provider, you can see your
recently uploaded dataset information in
this dashboard.

Recently uploaded dataset information

Telecom Call Detail Records (CDRs)

Version 1.0 A few seconds ago

We utilized Call Detail Record (CDR) data to categorize customers ond assess thair .

L] (]
> L]
LI N
]

DATA MARKET

satisfaction. The data set consists of I7 characteristics for 101174 consurmers, olong with a churn
indicator. There are 8830 churners inall

o)
—

Figure 3.18. 1_2.4.5: View updated dashboard
3.3 Task 3: Creating a contract

Task 3 focuses on creating a contract within the TRUSTS meta-platform. This task is
divided into three subtasks: approving a request from a data consumer, generating an
automatic contract, and viewing the contract. Table 3.3 summarizes the description of
Task 3.

Table 3.3. Task 3 description

ID [ Interface | Description
Introducing Task 3
1 3 Task 3 I_3 explains Task 3.

introduction
Subtask 3.1: Approving a request from a data consumer

I 3.1.1 | Selecta I_3.1.1 selects a request from data Design principle:
request consumers for using the dataset. e DP_C My

I _3.1.2 | Acceptdata I_3.1.2 approves data consumers who Certification validity
consumer are interested in using the uploaded audit

dataset. This includes reviewing their
intended use. The data consumer
contains information on whether they
have also acquired a certificate. This
interface also refers to the data
consumer website and their contact

information.
Subtask 3.2: Generating an automatic contract
I_3.21 | View smart I_3.2.1 explains smart contracts and Design principle:
contract shows the automatic contract e DP_DC_M;y: Contract
explanation generation process. enforcement
1_3.22 | View 1_3.2.2 presents contract details e DP_C_Ms: Integrated
contract between a data provider and a legally-valid

consumer registered in a data
marketplace. Contract overview
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1D Interface Description

details include data product title, management and
description, data product type, billing dispute resolution
schema and pricing, validity period,
data storage, term of use, data use
case, and compliance.

Subtask 3.3: Viewing your contract

_3.31 | Seethe I_3.3.1 shows the automated Design principle:
contract PDF | generated contract in PDF format. e DP_C_Ms: Integrated
file legally-valid contract

management and
dispute resolution

3.3.1 Introducing Task 3

| _3.1.1introduces Task 3, which involves creating a contract between the data provider
and interested data consumers (Figure 3.19). The interface sets the scenario where two
data consumers have expressed their interest in using the data provider’s dataset. Data
providers are guided through approving the requests, creating an automatic data-
sharing agreement contract, and finally viewing the finished contract.

Task 3: Create a contract (data sharing agreement)

Task description

After a few days, two data consumers express their interest in
using your organization’s dataset. You need to do the following to
proceed their request.

« Sub-task 3.1: Approve request from a data consumer
+ Sub-task 3.2 : Generate an automatic contract
* Sub-task 3.3 : View your contract

Perform sub-task 3.1

Figure 3.19. |_3 Task 3 introduction

3.3.2 Subtask 3.1: Approving a request from a data consumer

Interface 1_3.1.1 presents data providers with a table displaying requests from data
consumers interested in using their dataset (refer to Figure 3.20). The table showcases
essential information about each request, such as the data product collection, data
consumer details, registration in a specific data marketplace, industry type, and
certification status. In this example, the data consumers are Worldwide Bank and Bank
of Borneo, registered in Data Market Austria and operating within the banking industry.
Both data consumers have a certification status marked with a “v”” (checklist), reflecting
their adherence to the design principle DP_C_Mj, which focuses on ensuring
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certification validity through auditing processes. Data providers can also employ filter
functions to view requests from specific periods, industries, or data marketplaces.

Q seorch datasefs, data marketplocss, efc, Explore Community & A

Approve request from a data
consumer

quest from a data consumer who is interested in using
N v 2% Allindustry ~ All marketplace ~

Data consumer  ~ Registred in Industry Certification

4 Worldwide Bank Data Market Austria

4 Bank of Borneo Data Market Austria

Figure 3.20. 1_3.1.1 Select: a request

Data providers interact with Interface 1_3.1.2 after choosing a request. The interface
presents detailed information about the data consumers and data providers are
considering accepting. The interface incorporates the design principle DP_C_M;
(Certification validity audit) by displaying the data consumer’s logo, IDSA
certification seals, and a “certified company” checklist. Data providers can examine the
data consumer’s intended purpose and data analysis plans. The right panel shows the
data consumer’s contact details and website information for further communication.
They can accept or reject the request using the provided buttons. Once data providers
decide, they move to the next step, which involves generating an automatic contract.

! TRUSTS Q ‘Seorch datasets. dota marketploces. ete. Explore  Community & R

W @ www.worldwidebank.com
Visit this website

BANK | @@ e

Certified company & marketing@worldwidebank com

+31) 0644-8888
Dataset use case request pJ -

Purpose

We want o buil

{for the felecom

Use case scale

Data analysis

We will do data analysis (eg. creating graph and table) of th

Figure 3.21.1_3.1.2: Accept a request
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3.3.3 Subtask 3.2: Generating an automatic contract

Data providers engage with the 1_3.2.1 interface to receive an explanation about smart
contracts when they accept a request. The prototype notifies data providers of their
successful acceptance of a data consumer’s request. The prototype has automatically
generated a data-sharing agreement enforced within a smart contract, demonstrating
the implementation of the design principles DP_C_M; (Contract enforcement) and
DP_C_Ms (integrated legally-valid contract management and dispute resolution). The
interface also briefly explains smart contracts, highlighting their transparent,
immutable, and self-executing nature. Data providers can then view their generated
smart contract by clicking the “View your smart contract” button.

! TRUSTE Q Seorch datasels. dota marketplaces. efc. Explore  Community & A
g

Congratulation!

'ou have pted a data consumer request fo use your dataset

. TRUSTS meta-platform has automatically
generated a data sharing agreement based
on your 1) dataset information and 2) dataset

What is a smart contract?

Smart contract is a self-executing contract with the
use case terms of the contract between provider and consume
is automatically written into transparent and
immutable algorithms.

TRUSTS meta-platform will be responsible for
mediating the data provider and consumer R)\ > ? > @
when data may potentially be misused - 6

Parties

Srnart Execution

contract

This agreement is technically
enforced within a smart contract

o oulnan

Figure 3.22. 1_3.2.1: View smart contract explanation

Data providers can view a contract summary between the TELCO company
(data provider) and WorldwideBank (data consumer) registered in Data Market Austria
on Interface 1_3.2.2 (refer to Figure 26). The contract contains crucial information,
including data product title, description, type, billing schema, pricing, period, data
storage, terms of use, data use case, and compliance information. The left panel
interface offers data providers navigation options for managing the smart contract, such
as adding an addendum clause, viewing the PDF file, checking data usage, accessing
technical assistance, or raising a dispute. This interface demonstrates the design
principle DP_C_Mz3 (integrated legally-valid contract management and dispute
resolution) by providing a clear and detailed contract overview generated automatically
through the TRUSTS meta-platform.
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Contract Overview

{8 Smart contract management

Data provider Data consumer Data marketplace

WiorldwideBank Data Market Austria

Data asset tittle

Call Detail Records (CDR)

(3 Technica

Description

©) el We utilized Call Detail Record (CDR) data fo categorize customers and assess their satisfaction. The

data set consists of 17 characteristics for 101174 consumers, along with a churn indicator. There are 8,830
churners in af
Data asset type

Dataset: CSV

Billing schema and pricing
One-off purchase: €550
Period

Until 17-Oct-2022 (30 Days)

Data storage
TELCO infrastructure

Terms of use
Dataset can only be used in the TRUSTS meta-platform controlled environment. Data consumers can

only access the dataset to analyze customer profiles for developing new credit card products

Figure 3.23. 1_3.2.2: View contract

3.3.4 Subtask 3.3: Viewing your contract

Data providers can download and access the contract in PDF format by clicking the
PDF file on Interface 1_3.2.2 (refer to Figure 3.24). This format facilitates data
providers in reviewing, saving, and sharing the contract with relevant parties. It
produces a clear and legally recognized document that delineates the terms and
conditions of the data-sharing agreement between the data provider and the data
consumer. The PDF format availability of the contract supports the DP_C Ms
(integrated legally-valid contract management and dispute resolution) by automatically
generating a legally binding contract. This highlights the meta platform’s ability to
create a contract that complies with legal requirements and serves as a valid agreement
for all parties involved.
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Contract Overview (PDF file)

{8} Smart contract management

Data Sharing Agreement

PARTIES

- This Data Sharing Agreement (hereinafter referred to as the “Agreement”) was made on
17-Sep-2022 (the “Effective Date™), by and between TELCO. (hereinafter refemred to as
the “Data Provider”) and WorldwideBank (hereinafter referred to as the “Data
Consumer™) (collectively referred to as the “Parties™).

LIST OF DATASET PROVIDED

- During the period of this Agreement, the Data Provider shall have the responsibility to perform
and provide the following data asset

Call Detail Records (CDR)
DATA ACCESS AND USAGE

Components Value

Description We utilized Call Detail Record (CDR) data to categorize customers and
assess their satisfaction. The data set consists of 17 characteristics for
101174 consumers. along with a churn indicator. There are 8.830
chumers inall

Data asset type Dataset: CSV

Billing schema and | One-off purchase: €550
pricing
Period Until 17-Oct-2022 (30 Days)

Data storage TELCO mnfrastructure

Terms of use Dataset can only be used in the TRUSTS meta-platform controlled
environment. Data consumers can only access the dataset to analyze
customer profiles for developing new credit card products.

Figure 3.24. 1_3.2.3: See contract PDF file

3.4 Task 4: Controlling how a data consumer uses the

dataset
Task 4 aims to guide data providers through controlling how data consumers utilize
their datasets. The primary focus is on ensuring data sovereignty by tracking data usage
and identifying potential contract breaches (Subtasks 4.1 and 4.2), raising disputes
(Subtask 4.3), and withdrawing dataset metadata (Subtask 4.4). Table 3.4 provides an
overview of the description of Task 4.

Table 3.4. Task 4 description

ID [ Interface | Description
Introducing Task 4
| 4 Task 4 |_4 explains Task 4.

introduction
Subtask 4.1: Viewing the data usage overview from the WorldwideBank

I_4.1.1 | Select I_4.1.1 provides an overview of data Design principle:
contract 1 product contracts. Data providers e DP_DC_M:: Data
select an ongoing contract with provenance
WorldwideBank with no indication of
data misuse.
| 41.2 | View data I_4.1.2 shows how data consumers
usage 1 use the data. The interfaces show an

“Okay” status, indicating that the data
consumer likely complies with the
agreed contract. The interface also
shows the provenance graph and
detailed data usage information (e.g.,
time, description, and workspace).
Subtask 4.2: Viewing the data usage overview from the Bank of Borneo

32



1D Interface Description
| 421 | Select I_4.2.1 provides an overview of data Design principle:
contract 2 product contracts. The data provider e DP_DC_M:: Data
will select an ongoing contract with provenance
the Bank of Borneo with a data
misuse indication.
| 42.2 | View Data I_4.2.2 provides similar information
usage 2 with I_4.1.2. The main difference is

that the interface indicates that the
data consumer may breach the
contract.

Subtask 4.3: Raising a dispute because of a contract breach

I 4.3.1 | Raise dispute

I_4.3.1 asks data providers to raise a
dispute by providing a reason and
selecting an appropriate action, such
as withdrawing the dataset. This
interface also shows the contract ID,
dataset information, the
correspondence data marketplace, and
data consumer.

I_4.3.2 | Confirming
dispute

submission

I_4.3.2 informs data providers that the
meta-platform operators will handle
the dispute and that the data consumer
currently has no access to the dataset.

Design principle:
DP_C_Mas: Integrated
legally-valid contract
management and
dispute resolution

Subtask 4.4: Withdrawing

dataset description (i.e., metadata) from Data Market Austria

|_44.1 | Withdraw I_4.4.1 withdraws metadata from Data | Design principle:

metadata Market Austria due to dispute e DP_DC_Ms: Data
processes. revocation

Task epilogue

|_TE.1 | Thankyou I_TE.1 provides further information for data providers to go back to
notes the questionnaire page.

|_TE2 | Acknowledg |_TE.2 presents information about acknowledgment and attribution
ment and
attribution related to the development of the prototype.

3.4.1 Introducing Task 4

In the Task 4 introduction interface (Figure 3.25), data providers are presented with an

overview of the actions they can take to control their dataset.

Task 4: Control how your dataset is used by data
consumers

Task description
Exercise how you can control your dataset using the following

sub-tasks.

Sub-task 4.1: View the data usage overview from the WorldwideBank
Sub-task 4.2 : View the data usage overview from the Bank of Borneo

Sub-task 4.3 : Raise a dispute because of contract breach
Sub-task 4.4 : Withdraw your dataset description (i.e., meta-data) from Data
Market Austria

Perform sub-task 4.1

Figure 3.25. |_4: Task 4 introduction
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3.4.2 Subtask 4.1: Viewing the data usage overview from the

WorldwideBank
Interface 1_4.1.1 displays a list of user contracts with data consumers (Figure 3.26). It
also shows crucial information such as contract ID, data product name, data product
type, data consumer, the marketplace the contract is registered in, and the contract
status. The WorldwideBank contract displays a green status, indicating the absence of
issues. On the other hand, the Bank of Borneo contract has a warning status.

’ TRUSTS Q Seorch datasets. data marketplaces. etc, Explore  Community Q /o\

View your list of contracts

Thi

Contract ID Data asset name Data asset type

& c-o Call Detail Records (CDR) Dataset

2 [ c-02 Call Detail Records (CDR) Dataset

Figure 3.26. 1_4.1.1: Select contract 1

After clicking a contract ID in the previous interface, data providers are directed to
interface 1 _4.1.2, which provides a detailed data usage overview for the
WorldwideBank contract (Figure 3.27 and 3.28). The interface shows a provenance
graph to display how data is utilized. 1_4.1.2 also presents supplementary details,
including the dataset name, data marketplace, and data consumer. Furthermore, the
interface shows an “OK” status, indicating that the data consumer complies with the
agreed contract. The detailed data usage section provides a chronological list of data
usage events with corresponding dates, times, and workspace information. 1_4.1.2
interface demonstrates the implementation of design principle DP_DC_ M. (Data
traceability), as data providers can confirm that their data is being used appropriately.
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' TRUSTS Q. Search datasefs. dafa markeiplaces. efc, Explore  Community Q. (O\

Data usage overview

The diagram below shows h dwideBank use your data

Dataset:

Telecom Call Detail Records

(CDRs) O O

PS8 Data marketplace:

Data Marketplace Austria (DMA) f Computer_|: Computer_1:

\ Ciew raw Filter the raw
CDR View raw data :
Data consumer: data in the

dataset . .
WorldwideBank churn” column

OO 0

StCItUS: E‘-omputﬂ;z: Computer_2: Computer_3:

View raw data  Create a graph  Create a pivot
The data consumer complies with the table
agreed confract

Detailed data usage

Figure 3.27.1_4.1.2: View data usage 1

The data consumer complies with the fable
agreed contract

Detailed data usage

Filter By ~
Date/Time Detailed data usage Workspace
18-SEP-2022 08:03:00
2 18-SEP-2022 08:04.00 Filter the raw data in the "churn” column
3 18-SEP-2022 0%:10:00 View raw data

18-SEP-2022 09:12:0 Create a graph Computer_02

5 18-SEP-2022 09:15:0 Create a pivot table Computer_02

~ Back to the contract overview

Figure 3.28. 1_4.1.2: View data usage 1 (2)

3.4.3 Subtask 4.2: Viewing the data usage overview from the Bank of

Borneo.

Data providers return to the interface 1_4.1.1 to select a contract with the warning sign.
After this, the user goes to |_4.2.2 to check the details (Figure 3.29 and 3.30). 1 _4.2.2
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indicates that the data consumer may breach the contract, and the provenance graph
shows precisely why and how it may happen (e.g., sending the dataset outside the
organization without using the meta-platform infrastructure). Data providers can
proceed to raise a dispute by clicking the appropriate button.

Q. Search datasefs. data marketplaces. eic. Explore  Community Q. (O\

Data usage

The diagram below shows how Bank ¢

overview

€0 use your data

Dataset:
Telecomn Call Detail Records

(CDRs)
PS8 Data marketplace:

Data Marketplace Austria (DMA) CDR m
dataset \_/

Data consumer:
Bank of Borneo

Computer_1: Computer_1: Computer_I:

2 , Send the dataset
View raw data Create a bar L
to an organization
graph

outside the meta
platform via e-

StCItUS: mail

The data consumer may breach the

contract

Detailed data usage

Figure 3.29. 1_4.2.2: View data usage 2

- omputer 1.
aw data Create a bar
graph

Send the dataset
(0 an organization
outside the meta
platform via e-

stCItUS: muail

The data consumer may breach the

contract

Detailed data usage

Filter By v

Date/Time Detailed data usage Workspace
1 18-SEP-2022 08:03.00 4 View raw data Computer_0l
Computer_0l

2 18-SEP-2022 08:04:00 4 Filter the raw data in the churn column

3 18-SEP-2022 09:10:00 4 Send the dataset to an organization outside the meta platform via e-mail Computer_0l

Request a dispute

Figure 3.30. 1_4.2.2: View data usage 2
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3.4.4 Subtask 4.3: Raising a dispute because of a contract breach

Data providers interact with 1_4.3.1 (Figure 3.31) and |_4.3.2 (Figure 3.32) to complete
Subtask 4.3. Data providers can initiate a dispute in case of a contract breach on
Interface 1_4.3.1. They must provide a detailed reason for the dispute and select an
appropriate action to be taken. The right panel displays essential information about the
contract, such as contract ID, dataset, data marketplace, and data consumer, which
helps data providers ensure they raise a dispute for a correct contract.

¥ TRUSTS Q Search datasets. data marketplaces efc Explore Community & A

Create a dispute

ith * are required

Contract ID:
co2

Dataset:
Telecom Call Detail Records
(CDRs)

M  Data marketplace:
Data Marketplace Austria (DMA)

Figure 3.31. 1_4.3.1: Raise a dispute

Interface 1_4.3.2 notifies data providers that the TRUSTS meta-platform operators will
handle the dispute and that the dataset is inaccessible to the data consumer. Data
providers can proceed by acknowledging the situation, and the status is displayed as
“In progress.”

. You have raised a dispute.

2. Meta-platform operators will handle this
dispute.

3. At this moment, the data censumer has

I understand. continue

Figure 3.32. 1_4.3.2: Confirming dispute submission
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The above interfaces demonstrate the implementation of design principle DP_C_Ms
(Integrated legally-valid contract management and dispute resolution), as it allows data
providers to report potential breaches of contract and initiate actions to address the
Issue.

3.4.5 Subtask 4.4: Withdrawing dataset description (i.e., metadata) from

Data Market Austria

Data providers withdraw their dataset’s metadata from Data Market Austria by
interacting with Interface |_4.4.1 (Figure 3.33). Interface |1_4.4 displays the metadata
that has been uploaded, which includes the title, version, and a brief description. This
interface embeds the design principle DP_DC_Ms, enabling data providers to manage
and control their data products through dataset revocation.

Matt Appleyard g

Welcome to your
dashboard! .

As a data provider, you can see your
recently uploaded dataset information in
this dashboard.

Uploaded dataset information

Telecom Call Detail Records (CDRs)
Version 1.0 Two days ago

We utilized Call Detail Record (CDR) data to categorize customers and assess their °
° °
satisfaction. The data set consists of 17 characteristics for 101174 consumers, along with a churn P~ .o

DATA MARKET

AUSTRIA

indicator. There are 8,830 churners in all,

® Withdraw dataset

Figure 3.33. 1_4.4.1: Withdraw meta-data

3.4.6 Task epilogue

This subtask presents data providers with two interfaces: | TE.1 and |_TE.2. Figure
3.34 displays the 1_TE.1 interface, which expresses gratitude to data providers for
exploring the prototype and offers a hyperlink to redirect them to the questionnaire
page. The |_TE.2 interface acknowledges and attributes the resources, templates, and
inspirations used to create the prototype. These acknowledgments and attributions
include Figma community templates, icons, logos, and layout structures inspired by
various sources (Figure 3.35).
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Thank you for exploring the prototype. You may now

go back to the questionnaire page.

Click here to see acknowledgment and attribution

Figure 3.34. |_TE.1: Thank you notes

Acknowledgment and attribution

2. This prototype uses the open Figma cammunily icons Unicans by leonSeout (htps [/ :
3, This prototype modifies the sign-in page frem the open Figma community. Absfract login by Darsh Bhavsar (hi
Fle/ 0173229258883 )
4, This prototype modifies the dashboard page from the open Figma community: React.js Admin Dasheard Tempiate by Anima (hHe:
5. Some layaut structures of the prototype are inspired by ths TRUSTS project mockup: (hitp:
lotform-Status-Report-Il_Dec202] pdf)
&. The logos of data marketplaces, as well as security and certification marks, are used merely for lustration purpeses. These loges are retrieved directly from
the relevant websitas
a Data Market Austria
b IOTA sl
¢ Dawex (hitps /.
d. Daturn (At
e Datopace (hitp sy
f. Mobility Data Morkeiplace (hi
g Norton secured (htfp
h BEB accradired busi
i ePrivacy seol (F
j 150 27001 (htt
1DSA certification (F
| Smart contract

m. Worldbank logo (h okac

n The llustration of the GDPR check assessment uses the open questions provided by BLACKKITE (+

213097601663 156344306+

Figure 3.35. I_TE.2: Acknowledgment and attribution
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Online Appendix 4. Developing a data sovereignty

measurement model

Online Appendix 4 presents relevant details of the process of developing a data
sovereignty measurement model in Chapter 8. In addition, we also aimed to get an
initial indication of data sovereignty impacts. We analyze the nomological network of
data sovereignty, a framework that represents the relationships between various
constructs in a theoretical model. This analysis pre-assessed the importance of data
sovereignty as a key factor influencing the data economy antecedents (i.e., trust,
perceived risk, and willingness to share business data).

4.1 The initial measurement model of data sovereignty

Table 4.1. The initial measurement model of data sovereignty

Construct Code Indicator
| believe the meta-platform enables me to...
DO 1 -...define appropriate terms of use for the sensitive data that I
would share.
. -...define how much money I receive for the sensitive data that |
Data ownership DO_2 would share.
DO 3 -...decide about the type of sensitive data that I would share.

-...decide which data marketplace receives the description of the
sensitive data that | would share.

If I would share sensitive data, | believe the meta-platform...
-...offers me technical means to enforce data usage policies.

DC 2 -...enables me to track down the history of data usage.

-...enables me to decide where the shared sensitive data can be
DC_3 stored (i.e., on the meta-platform, on my own infrastructure, or on
the data consumer infrastructure).

-...enables me to easily withdraw the description of sensitive data

DO _4

DC_1

Data control

DC_4 from the meta-platform after sharing it.

If I would share sensitive data, | believe the meta-platform...

C1 -...provides me with sufficient information to avoid violating laws
and regulations.

Compliance C2 -.. .enablfas me to upderstand the content of laws and regulations.
C 3 - pro_Vldes me with procedures to respond to laws and
- regulations.
Ca -...provides me with dispute mechanisms to handle potential

conflicts with data consumers.

| believe the meta-platform...

R_1 -...responsibly selects data marketplace participants that adhere to
data exchange standards.

-...clearly divides responsibilities between the meta-platform and
the data marketplace participants.

-...takes responsibility if the sensitive data that [ would share is
misused or stolen.

| believe the meta-platform...

S1 -... prevents the disclosure of my sensitive data that | would share
to unauthorized parties.

-...prevents the alteration of my sensitive data that I would share

Responsibility R 2

R 3

Security S22 by unauthorized parties.
s 3 -...enables me to execute data-sharing transactions without system
- failures.
S 4 -...implements up-to-date security features.
Data I believe the meta-platform... N
Sovereiant DS_DO -...enables me to be the owner of the sensitive data that I would
gty share
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DS DC -...enables me to control the sensitive data that I would share.
-...enables me to comply with relevant laws and regulations for

DS_C . o
sharing sensitive data.
DS R -...takes responsibility for supporting data providers.
DS S -...enables me to securely share my sensitive data.
DS G -...enables sovereignty for the sensitive data that I would share.
T0 1 I expect that the meta-platform operator provides services to

facilitate sharing sensitive data in my best interest.

Trustin T0 2 | expect that the meta-platform operator provides access to

Operator genuine services for sharing sensitive data.
T0 3 | expect that the m_etq-platform operator will bfa trustworthy in
- handling the description of sensitive data provided by me.
TDC 1 | expect that data consumers will fulfill data sharing agreements to

use the sensitive data that they obtain through the meta-platform.

Trust in Data TDC 2 | expect that data consumers will be honest when handling the

Consumer sensitive data that they obtain through the meta-platform.
TDC 3 | expect that data consumers will be trustworthy in handling the
- sensitive data that they obtain through the meta-platform.
PR 1* | feel that sharing sensitive data through the meta-platform is

risky.

There will be uncertainty associated with sharing sensitive data

through this meta-platform.

| feel that sharing sensitive data through the meta-platform will

negatively affect me.

WTSD 1 | lintend to share sensitive data through this meta-platform

Willingness to WTSD 2 I predict that | will share sensitive data through this meta-platform
Share Data |n.the_ future - — -

Itis likely that I will share sensitive data through this meta-

platform in the near future

Perceived Risk PR_2*

PR_3*

WTSD_3

The raw datasets are available online at https://doi.org/10.4121/e4cacfac-31f0-4523-
81f4-35383ba958a8.

4.2 G*Power sample calculation

Based on G*Power analysis, with a minimum power of 0.8, a medium effect size, a
significance threshold of 0.05, and no more than five arrows pointing to any variable,
the requisite minimum sample size is 92.

critical F&32055
0.6}
0.4
0.2 P -~
_--"B X  TTe—_
0 _-" k - TT==-
b T 2 3 4 5 13 7

Figure 4.1. G*Power sample calculation (1)
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F tests - Linear multiple regression: Fixed model, R2 deviation from| zero
Number of predictors = 5, « err prob = 0.05, Effect size f2 = 0.15
1404
1304
N 120
i 1
3
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€ 4
S 100
I_E 4
o 904
'_ -
80
704
60
] U T U T U T U ] U T U T U T
0.6 0.65 0.7 0.75 0.8 0.85 0.9 0.95
Power (1-B err prob)

Figure 4.2. G*Power sample calculation (2)

4.3 Validity and reliability analysis
Table 4.2. Validity and reliability analysis

ST Internal consistency reliability DIESITEL
validity validity
Dimension | Indicators . A Composite
Loadings | AVE C“’A‘:L’ﬁ;hs Re"gi’"'ty relia;)bility HTMT
C
>0.7 | >05 | 06-0.9 0.6-09 | 0609 Lov‘gegotha”
DO 1 0.723
Data DO 2 0.685
Ownership DO 3 0.818 0.544 0.726 0.738 0.826 Yes
DO 4 0.717
DC_1 0.719
DC 2 0.863
Data Control DC 3 0.691 0.598 0.774 0.783 0.855 Yes
DC 4 0.808
C1 0.876
. C2 0.809
Compliance C 3 0.871 0.712 0.865 0.868 0.908 Yes
C 4 0.816
R 1 0.883
Responsibility | R_2 0.772 0.62 0.692 0.734 0.829 Yes
R 3 0.696
S 1 0.841
Security S2 0.864 0.628 0.696 0.722 0.833 Yes
S 3 0.655
Trustin TO 1 0.861
Operator TO 2 0.899 0.769 0.85 0.857 0.909 Yes
TO 3 0.87
Trust in Data TDc | 0.902
Consumer TDC 2 0.952 0.88 0.932 0.932 0.957 Yes
TDC 3 0.96
Perceived PR 1 0.879
Risk PR _2* 0.829 0.744 0.828 0.835 0.897 Yes
PR _3* 0.879
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Discriminant

Convergent . A
validity Internal consistency reliability validity
Dimension | Indicators . - Composite
Loadings | AVE Cryilendivg | [REE reliability HTMT
Alpha pA 0
C
>07 | >05 | 06-09 0609 | 06-09 Lov‘geg,fha”
Willinaness WTSD_1 0.917
to Sha?e Data WTSD_2 0.941 0.868 0.924 0.926 0.952 Yes
WTSD_3 0.937
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Table 4.3. HTM Matrix

. Data . . s . Trust in Data Trustin
Compliance Data Control ownership Perceived Risk Responsibility Security Consumer Operator
Compliance
Data Control 0.598
Data
Ownership 0.486 0.759
Perceived 0.541 0.286 0.388
Risk
Responsibility 0.689 0.611 0.577 0.604
Security 0.53 0.632 0.476 0.555 0.882
UGS DS 0.303 0.392 0.396 0.479 0.599 0.523
Consumer
VGRS 0.458 0.575 0.581 0.492 0.741 0.635 0.808
Operator
bl giees 0.278 0.187 0.155 0.482 0.547 0.458 0.27 0.276
Share Data
Table 4.4. Fornell-Larcker criterion
. Data Perceived - . Trust in Data Trust in Willingness to
Compliance Data Control Ownership Risk Responsibility Security Consumer Operator Share Data
Compliance 0.844
Data Control 0.499 0.773
DEIE 0.417 0.567 0.738
Ownership
Perceived 0.46 0.239 0.316 0.862
Risk
Responsibility 0.561 0.46 0.454 0.457 0.787
Security 0.42 0.476 0.363 0.427 0.618 0.792




Data

Perceived

Trust in Data

Trustin

Willingness to

CompIEE | D Conie Ownership Risk Responsibility Security Consumer Operator Share Data
Trustin Data 0.269 0.339 0.357 0.419 0.476 0.41 0.938
Consumer
Trust in
Operator 0.401 0.471 0.48 0.419 0.572 0.488 0.716 0.877
UL Tng)ness 18 0.25 0.162 0.106 0.423 0.435 0.378 0.251 0.246 0.932
Share Data

45




o Ol bk~ W N

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

The VIF score for data sovereignty dimensions

Dimension VIF
LV scores - Compliance 1.648
LV scores - Data Control 1.816
LV scores - Data Ownership 1.597
LV scores - Responsibility 2.059
LV scores - Security 1.752

4.4 Initial structural model
We proceeded with the analysis of the nomological net. The nomological net shows no
collinearity issues, as all constructs have a VIF larger than 5 (see Table 4.5)

Table 4.5 VIF value for construct

Data Perceived UGS UT Trustin il A
Sovereignty Risk LEliz) Operator 1 Sl

Consumer Data
Data Sovereignty 1 1 1 1.918
Perceived Risk 1.434
Trust in Data 2197
Consumer
Trust in Operator 2.55
Willingness to Share
Data
Willingness to Share
Data

We then assess the significance and relevance of the relationships within the structural
model. The results reveal that data sovereignty positively affects the trust data providers
have in the operator of the meta-platform (TO = 0.631, p = < 0.001) and data
consumers using the platform (TDC B = 0.509, p < 0.001). In contrast, data sovereignty
reduces the perceived risk associated with data exchange (PR B = 0.593, p < 0.001).
Data sovereignty exhibits complementary mediation, meaning it influences the
outcome variable through both direct and indirect pathways. In this case, data
sovereignty has a significant direct effect on the Willingness to Share Data (WTSD
=0.280, p < 0.05) and an indirect effect via Perceived Risk (indirect effects § = 0.146,
p < 0.05).

We also assessed the explanatory power of the model. The R2 values are 0.294
for Perceived Risk, 0.264 for Trust in Data Consumer, 0.408 for Trust in Operator, and
0.240 for Willingness to Share Data. The R? score indicates the proportion of variance
in the dependent variables explained by the model's independent variables. According
to Hair et al. (2021), R? values can be classified as weak (0.25 or less), moderate
(between 0.25 and 0.5), or substantial (greater than 0.5). In this study, the R? values for
Perceived Risk, Trust in Data Consumer, and Trust in Operator fall within the moderate
range, while Willingness to Share Data Exhibits weak explanatory power.
Nevertheless, it is essential to acknowledge that the primary objective of the
nomological network is not to create a comprehensive model of willingness to share
data but rather to determine whether data sovereignty contributes to Willingness to
Share Data. Indeed, the results confirm that data sovereignty significantly contributes
to Willingness to Share Data, highlighting the importance of data sovereignty in
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influencing business data exchange antecedents. While additional factors may explain
the variance in the dependent variables, the current model successfully captures the
critical role of data sovereignty in data exchange antecedents.

| To1 | ‘ T0_2 | | TO.3 | ‘ TDC_1 ‘ | ToC_2 | ‘ TDC_3 |

0.000 0000 gpgo ogoo 0000 oo

LV scores - Data
Ownership
Trust in Operator Trust in Data Consumer
LV scores - Data
Control 0.123 0.631 (0.000) 0.509 (0.000) 0.114 (0.253) 0.050 (0.373)
0.477 WTSD_1
0.000
LV scores - Compliance| 0.245 0.324 (0.006) > 0.240 0.000- WTSD_2
0.000
0.001 . il [ wrsn_3 |
Data Sovereignty 0.520 (0.000) 0.280 (0.004) Willingness to Share Data =
LV scores - 0.017
Responsibility
Parceived Rirl
0000 G p0p 0000
LV scores - Security | PR 17 | ‘ PR ‘ | PR 3 |

Figure 4.3. The nomological net of data sovereignty

We also examined the f2 value of data sovereignty for all dependent variables (Table
4.6): Perceived Risk = 0.370, Trust in Data Consumer = 0.350, Trust in Operator =
0.662, and Willingness to Share Data = 0.072. These f2 values represent the effect sizes
of data sovereignty on each dependent variable. Cohen (2013) categorizes effect sizes
as small (0.02), medium (0.15), or large (0.35). In this study, the influence of data
sovereignty on Perceived Risk can be considered medium, while its impact on Trust in
Data Consumer and Operator are large. Though relatively small, the effect of data
sovereignty on Willingness to Share Data remains significant, highlighting its
contribution to the overall understanding of data exchange antecedents. Despite its
modest impact, Data Sovereignty serves as a valuable piece of the puzzle, helping to
uncover the complex interplay of factors that drive data providers' willingness to share
data.

Table 4.6 f2 Matrix

Data EerrEived Trustin Trust in Willingness
Sovereignty Risk Data Operator to Share

Consumer Data
Data Sovereignty 0.37 0.35 0.662 0.072
Perceived Risk 0072
Trust in Data 002
Consumer
Trust in Operator 0007
Willingness to Share
Data

Finally, we evaluated the model’s predictive power. The Q? values for the indicators of
the target construct, Willingness to Share Data, are greater than 0. This result suggests
that the model possesses predictive relevance for the target construct, Willingness to
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Share Data. A positive Q2 value indicates that the model’s predictions for the indicators
of Willingness to Share Data are accurate, implying that the model can effectively
forecast the dependent variable outcomes based on the established relationships in the

dataset.
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Online Appendix 5. Conducting a controlled experiment

Online Appendix 5 presents relevant details of the process of conducting a controlled experiment in Chapter 8.

5.1 Prototype manipulation
5.1.1 Smart contracts vs. traditional contracts

Part of Screen | Smart contracts

Traditional contracts

01_Homepage

TRUSTS Business Processes

Select marketplaces Create contract Control shared-data

Seiect dota markerslaca: you want
1o traneact win.

03_Smart
contract
explanation 2

Congratulation!

@  TRUSTS mota-piatform has automatically
generated a data sharing agreement based
on your 1) dataset information and 2) dataset
use case.

What s 0 smart contract?

@  TRUSTS meta-platform will be responsible for - B
P A @
o B
RN

Remove “control shared-data” as it is based on smart contract functionalities.

TRUSTS Business Processes

-] -]

Upload a dataset Select marketplaces Create contract
Upiooyour dincsot by g

the requred nformation.
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Part of Screen | Smart contracts Traditional contracts
03_Contract Adjust sidebar for contract overview:
overview
& Smart contract management 4} Contract management
B £
) ®
D
2 (3 Technica
O vect @ FRa s
0]
Task 4

Task 4: Control how your dataset is used by data
consumers

Task description

Exercise how you can control your dataset using the following
sub-tasks:

Sub-task 4.1: View the data usage overview from the WorldwideBank

Sub-task 4.2: View the data usage overview from the Bank of Borneo

Sub-task 4.3 : Raise a dispute because of contract breach

Sub-task 4.4 : Withdraw your dataset description (i.e., meta-data) from Data
Market Austria

Perform sub-task 4.1

Task 4: Control how your dataset is used by data
consumers

Task description

Exercise how you can control your dataset using the following
sub-tasks:

Sub-task 4.1: Raise a dispute due to potential data breach by Bank of Borneo
Sub-task 4.4 : Withdraw your dataset description (i.e., meta-data) from Data
Market Austria

Perform sub-task 4.1
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Part of Screen | Smart contracts

Traditional contracts

With data usage: Without data usage:

Information:

Data usage overview

The diagram below shows hew Bank of Bomee use your data

Dataset:

You have indications/doubts that a data consumer
may misuse your dataset. You think about potential
data breaches. Therefore, you want to raise a dispute.

Telecom Call Detail Recards
(CDRs)

B Data markstplace:

& oo Marketplace Austria (DMA) CDR
dataset

Sl Data consumer.
Bark of Barnea

Computer_I:
Send the dataset
o an organization
outside the meta
plaiform via e-

StOtUS: mail

The data consumer may breach the

Computer_1:
View raw data

Computer_1:
Create a bar
graph

contract

Detailed data usage

Filter By ~

Explore  Community & R

5, data marketploces, efc

Date/Time

18-SEP-2022 08.03.00

2 18-SEP-2022 08.04:00

Detailed data usage

Ea 4 View raw data

(e} 4 Filter the raw data in the churn column

Workspace

Computer_0|

Computer_0|

& Contract managoment

Raise a Dispute

B Controxt 1. Do you suspect any potential data breach conducted by the Bank of Borneo?
) i cicloorkinn cle 2. Do you have valid reasons and evidence for this dota breach?
3 18-SEP-2022 09:10:00 #  Send the dofaset fo an organization outside the meta platferm via e-mail Computer_0|
O soe PO
O Tec anc

Back Request a dispute

No
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Part of Screen

Smart contracts

TRUSTS

Create a dispute

ids marked with * are required

* Dispute reason

* Action

Gt m

Explore Communty & A

Contract ID:

c-02

Dataset:
Telecom Coll Detail Records
(CDRs)

= Data marketplace:
Data Marketplace Austria (DMA)

Data consumer:
Bank of Borneo

Traditional contracts

TRUSTS

Create a dispute

Oispute roason
*Upioad svdence
(i
reg b o ol ol
* Acton

Contrac ID:

&)

Dataset.
Telocom Call Detal Records
(coRs)

Oata markstplace:
Data Marketpioce Austric (OMA)

Dota consumer:
Bank of Bemeo

(ep]
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8

5.1.2 Certification vs. no certification

Part of Screen | Certification No certification
02_Decide data Remove the IDSA certification:
Marketplaces 2

6results

02_Decide data
Marketplaces 2 7 Filtr ¢

Certification level ~

Organization

Component

Industry domain ~

Any data
Geo data
Financial data
Audienca data

Mobility data

Remove this certification filter on 02_Decide data Marketplaces
2

Y Filter <«
Industry domain ~
Any data
Geodata
Financiol data
Audience data
Mobility data
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Part of Screen

Certification

No certification

02_View
certificate 1

Certificate

Completely remove the 02_View certificate 1 screen

01_View
certificate 2

Data Market Austria

@ JEp— . S

Completely remove the 02_View certificate 2 screen
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Part of Screen

Certification

No certification

03_Accepting
data consumer 1

Approve request from a data
consumer

Remove the certification “checkmark’:

Approve request from a data
consumer

et :

i m

1 dat werested s . : .
Data asset collection Data consumer  ~ Registred in Industry Certification Data asset collection Data consumer - Regisired in Industry
|~ # Worldwide Bank Data Morket Austria Bankin | Worldwide Bank Data Market Austria Banking
2 (= T l ds (CT # Bank of Borneo Data Market Austria Banl = Bank of Borneo Data Market Austria Banking
H : : 113 9,
03_Accepting Remove the certification “checkmark”:
data consumer 3
WORLDWIDE @ @ W
BAN I< @ Cortifiad WORLDWIDE
-erfiried company BANK
Dataset use case request
Dataset use case request
Purpose ~
We want fo build custormer segment prafiles for our upcoming credit card products Purpose
tFor the telacommunication industry) :
i t dit
for the telecommunication industry).
Use case scale
Proof of Concept . Pilot Production Jther Use case scale
pt ¥ Prod
Data analysis
....... will o data analysis (e.g. creating graph ond tabie) of the shared dataset Data analysis
We will do data analysis (e.g. creating graph and table) of the shared dataset
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5.2 G*Power sample calculation for experiment

According to G*Power calculation, given the minimum power of 0.8, medium effect
size, a significance level of 0.05, and the number of groups = 4, the minimum sample
size is 128.

critical F3=91755

F tests - ANOVA: Fixed effects, special, main effects and interactions
Numerator df = 1, Number of groups = 4, « err prob = 0.05, Effect size f + 0.25

2004
_g 1804
2 -
%
= 160
IS J
3]
2 140
IS
g J
=124

100

804

d6 o065 07 075  _ds8 08 09 095
Power (1-B err prob)

Figure 5.1. G*Power sample calculation for experiment
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